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1 Introduction

Biometrics is often used by companies, governments, mil-
itary, border control, hospitals, banks etc. to either verify
a person’s identity, i.e. for physical access control, com-
puter log-in, welfare disbursement, international border
crossing and national 1D cards, e-passports, allowing ac-
cess to a certain building area or to identify individuals
to retain information about them, i.e. criminals, foren-
sics, ete. In automobiles, biometrics is being adopted to
replace keys for keyless entry and keyless ignition. [1].

Biometric identification systems were studied by
O’Sullivan and Schmid [2] and Willems et al. [3]. They
assumed storage of biometric enrollment sequences in the
clear and determined the corresponding identification ca-
pacity. Later Turcel [4] analyzed the trade-off between
the capacity of a biometric identification system and the
storage space (compression rate) required for the biomet-
ric templates. It should be noted that Turcel’s method
realizes a kind of privacy protection scheme. Recall that
secrecy capacity introduced by Ahlswede and Csiszar [5]
can be regarded as the amount of common secret informa-
tion that can be obtained in an authentication system in
which helper data are (publicly) available. Interestingly
this secrecy capacity, which is equal to the mutual infor-
mation between enrollment and authentication biometric
sequences in the biometric setting, equals the identifica-
tion capacity found by O’Sullivan and Schmid [2] and
Willems et al. [3].

In this paper we consider the model of identification and
secret-key generation system studied by T. Ignatenko
and F. Willems [6, 7].

In that system two terminals observe the enrollment and
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identification biometric sequences of a group of individu-
als. The first terminal forms a secret key for each enrolled
individual and stores the corresponding helper data in a
public database. These helper data on one hand facilitate
reliable reconstruction of the secret key and on the other
hand allow determination of the individuals identity for
the second terminal, based on the presented biometric
identification sequence. All helper data in the database
are assumed to be public. Since the biometric secrets
produced by the first terminal are used e.g. to encrypt
data, the helper data should provide no information on
these secret keys.

T. Ignatenko and F.Willems determined what identifica-
tion and secret-key rates can be jointly realized by such
a biometric identification system.

The E-capacity of that model was investigated in [8, 9].
The notion of E-capacity is studied for various commu-
nication systems [10, 11].

In this paper, we construct the bounds of E-achievable
rates region for model of identification and secret-key gen-
eration system. The obtained result is the generalisation
of bounds for biometric identification E-capacity [8]. We
also got the result of bounds for the secrecy E-capacity,
which is the generalization of the secrecy capacity [5].
Another obtained result is the generalization of bounds
for achievable rate region [7].

2 Notations and Definitions

Following conventions are applied within the paper. Cap-
ital letters are used for random variables (RV) X,Y
taking values in the finite sets A, ), correspondingly,
and lower case letters x,vy for their realizations. Small
bold letters are used for N-length vectors x = (x1,..,
xy) € XN, The cardinality of the set X we denote by
|X|. The notation |a|* will be used for max(a,0). Lower
case letters k,h are used for secret key and for helper
data.

The model of biometric identification and secret-key ge-
neration system consists of enrollment and identification
procedures (Fig.1).
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Fig.1. Model of identification and secret-key generation
system

In an enrollment phase M individuals are observed.
For each individual m € {1,2,---,M} in the system
the biometric source produces a biometric enrollment se-
quence x(m) = {zy,x9,--+, x5}, where z, € X, n =
T.N. All these sequences are supposed to be generated
at random with a given probability distribution

N
QN(X) = H Q(xn)ﬁ Xe (}:'N’
n=1

that is the symbols z,; n = 1,2,..., N, are independent
and identically distributed. During the enrollment pro-
cedure the biometric sequence x(m) of individual m €
{1,2,..., M} is encoded into helper data h(m) and a se-
cret key k(m), hence

f(x(m)) = (h(m); k(m));

where f(x(m)) is the encoder mapping. The helper
data h(m) is then stored in a (public) database at posi-
tion m. The generated secret key k(m) is handed over to
the individual.

for me{1,2,.... M},

The helper data that are stored in the database make re-
liable identification possible. They should only contain a
negligible amount of information about the correspond-
ing secret key.

During the identification procedure a biometric iden-
tification sequence y(m) = (y1,v2,- -+, yn ), consisting of
N symbols from the finite alphabet ), is observed. This
sequence is the output of the biometric channel whose
input was the enrollment sequence x(m) of the unknown
individual m. If individual m was observed, the sequence
y(m) occurs with probability

N
W(ylx) =[] W(gnlzn). yeIV, xex?,
n=1

since the biometric channel WV (y|x) is memoryless. We
assume here that all individuals are equally likely to be

observed for identification, hence

P{m} = % forall me{1,2,..,.M}.

During identification, upon observing the biometric iden-
tification sequence y; the decoder forms an estimate m
of the identity of the observed individual as well as an

estimate of his secret key k(m),

—

(. k(m)) = g(y,h(1),h(2),....,h(M)),
where g is the decoder mapping.

The estimate of the individual’s identity m takes on val-
ues from the set of individuals, i.e. m € {1,2,....M}.

Moreover, the decoder’s estimate of the secret key k()
assumes values from the same alphabet as the secret key

generated during enrollment, hence k(m) € {1,2,..., K'}.

Definition (E-achievability). For £ > 0 an identifica-
tion and secret-key rate pair (R;; Ry ) with R; > 0 and
Ry > 0 is E-achievable in a biometric identication set-
ting, if for all 4 > 0 for all N large enough, there exists
encoder and decoder such that

Pr{(m,k) # (m,k)} < exp{—N(E —d)},

1
N logM = Ry — 4,

llongﬁK—ﬁ,

and helper data gives negligible information about secret
key. The base of log is taken 2.

Let us denote by R(E,Q,W) the region of all E-
achievable rate pairs.

For the formulation of result we use the following PD:
P={P(z),z € X},
V = (V(yle)y € Yz € X},

For the information-theoretic quantities, such as entropy
Hp(X), mutual information Ipy (X AY), divergence
D(V||W|P) we refer to [10-14].

3 Formulation of the Result

For the formulation of the inner and outer bounds of
R(E,Q,W) region let us denote:

,R'T(Ee Q*I'V) = {(RI~RK) :

R;+ Rk < Ipy(X/\Y)—l—

min
P,V:D(PoV||QoW)<E

+
+D(PoV||QoW)—E




Rup(E.QW) = {(Ry. Rc))

Ry + Rk <

i I XAY).
P,V:D(Pcr)rll/l|l|1QoW')5E P’V( )

Theorem. For the biometric identification system with
secret-key generation for the given Q,W and for all E > 0

R (E,Q, W) CR(E.Q.W) C Ry,(E.Q.W).

Corollary 1. When E — 0 we get the inner and outer
bounds of achievable rate region which coincide with result

obtained in [7]:

R(Q,W) = {(Ry, Ri) 10 < Ry + Ry < I (X AY)},

Corollary 2. When Rx — 0 we obtain the inner and
outer bounds of the identification E-capacity which coin-
cide with result obtained in [8]:

R, (E,Q.W) = {R; :

Ry < min

I XnYy
T P ViD(PoV||QoW)<E P’V( )+

+

+D(PoV||QoW) — E| 1.

Rap(E,Q.W) = {R; :

Ry < mi

I XAY)h
- P,V:D(Pov|l|1QoW)5E P'V( )}

Corollary 3. When R; — 0 we come to the inner and
outer bounds of the secrecy E-capacity

R (E,Q.W) = {R :

Ipyv (X AY)+

K= min
P,V:D(PoV||QoW)<E

+

+D(PoV||QoW) — E| 1.

Rap(E.Q. W) = {R :

< mi

1 XAY)L
K= P,V:D(Pov|l|1QoW)5E P'V( )}

which is the generalization of the secrecy capacity [5], as
when E — 0 this bounds coincide with the last one

RK - IQ,VV(X M Y).
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